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SbMB5(300

§0bs0gdsg 65OHMB0L Gstryangddo 8998o390w90s 390 53035309, MHMIYEOE3
3963936005  3gdbozol  Fgdmfidgdgdol o  T9390m90gdol  Fglobgd  BYaLEGHMOL
LOPomIMYdEs©.  MYguEH®OL  LIbEMMdOL  JoLoEHgze  A9dMYgbgdeos  dermzhgobol
d99960Bd0, o3 20MmMOEbIgL 0bRMMTs300L  A59godgdol FgladeErgdermdsls MgalGHMOL
9mdLsbMg 3060900l 56 dcOMEHIMJIggdol doge.

Abstract

Giorgi Rokhadze
On One Cryptographic Approach of Preventing Falsification of Information in Registry of

Technics Usage

In the scope of the present work the Software intended for registering information about the
checking and repair of technics is developed. To assure the confidence of the information the
blockchain mechanism is used which excludes possibility of falsification of information by

registry serving persons or perpetrators.



d9Lo35¢00

965890060Mm39 3996030L 9Ju3EMOG 300l bre MRGM S MBOM 59EwYOTMMO
bgds 3H9dbozol 89390900L GgalEBHMOL  FoMdmgds LogsMBEGHoM  FmABsbmMgdolmzol,

360Hm©YJBHoL  2s639m©Hgd0m MooBs3oobm3zol s o, T. sbgmo GgalGHMo Fgodergds
Do0mgdgl BH9dbozol 8Fsedmgdol doge, mdEs dFoMdmgdgro bdod Fgdmbggzsdo
D060 96L o063 gMgLgdIE bsMmgl s 9933505, SBYmO MYILEHMO b53wds® Lobms
dolo dmIbIsM9gdgdOLM30L.

9mdbdo69dolm30L MBOM Lobm 0gbgds olgmo MYalBHMO, HMTgELsE SfoMdmgdls
Bgo@Eow®mo dboGg. sbgmo FbBsML dmdgdbs Bo3dom@ MHMMEos. MMI3s Fgmegl dbGO]
15305m@ AMLObyMbYdgEo 046905 derm3hgobols 0EgMEIMAO0olL godmygbgds. sd 9dmbggzsdo
99LGHM0 ©58©g60dg 93H933W MO JONOMNMMOE 0bsbgds M3dEIbodg 3mI30vE e By
913030 LObJOHMboBsE3OL MYgg0880 S 9O 3Mm330vBHIODY 0bRMMTS300L FoysEdgdOL
d90mbgz93580 Lbgs 3m330M@H9MgdDY sOLYdIMMO 3]G 390L0JdO  49FMI3egbgb
39450089000 Bog@L BLObIOHMBOB300LLL. BgmMgl bGMOZ, MYgLEHMOL JW0IBMdS OEMW 0
3603GHMPMOR0MWO  SERMOHO0MNI0m, OHMIWOL QbbMOE0wdsE Bs3dom® OMYIEos ©
QO EOMOL AMoMbM3L. 5do@Md3 MYILEAOOL 49goedgds Bo3doMmP OE IBIBIMK JOM O
096905 ©535380690e0.

399md4399690er0s 3Mogs5¢o BsdMmdo, MmIgerdog derm3Bgobols d9dsboBdo s®ols
aobbogrmero.

[1] Bsd®™Mddo sfgMmoos dewm3Bgobol d9gdsbobdol 4sdmygbgds LsdgoEobm
BobsfgMgdols Hotmdmagdolsls.

[2] BodOMTIT0 2obborenos derm3hgobols 3gdoboBdols gsdmyqbgdols Gglodergdemds
Lod93b0gMM 9Ju39MH09BEHOL F9YAJOOL A58 FF0MZICIIE S WIEESE FgLsbobaco.

[3] 6586Gm3do  aobbogyeos  dm3zhgobol  a59mygbgdol  FgloadErgdermds
L5BOBOMY3M S LsTgEO30bM bydgdo.

39605 530y, 50b0TbM 1Mol 9d3bgds BodMmdgdo: [4], [5] s Lbgs dMogoeo.



0065990569 65dOMIBY FTomdol  RoMywgddo  d9349ds390E0s  MYaLEGHMOL
Po0mgdol  3mbdiomboeols dJmbg s3wo03s30s, MMIgEdos 0bxzm®Iszool  Lobmmds
9000935 dem3hgobols 3gdsboBdoom.



53m3560L OLAS

OMamO3 9339 d9bogoedo 0dbs s©0bodbmero, §0b59@gdscg 650l JoDbl
Pom0moagbl oligmo s3eo3sool d9ddbs, MMAgELsE 9469ds GHgdbozol dmbdsmgdols s
3939900L MH9gLb oL HoMdmgdol i3mbd0mboco. Mmwa3s, 93e0353008 F0TsMm SMOLYOMIL
39900930 dmmbmgbs:

1. ®99LGHM0 56O Mbs 065b7gdMPIL 396EGH®IW0DYOMI, MY OLYdMIL dolo
39450900L  Log®mby.  M9qLEG®OL  dmbsggdgdoo  bs 0bsbgdmIL  3sMOEgE S
659960389 30330993H9MHDY, OMIGEms JmOoL Jmbgds LobJOMbobgds. sdom dowfgmwo
096905 ob, O™ 09 HMIG0dy SO 300330993 GMHOL FREMBGEO o5godIOL dMboizgdgol,
©bsMBRgbo  3m330BHIMJIOL  IRWMIGgdo  LOBJOMbOoBs3oOl  OML  godmogwgbgb
50b0dbm Rsg@U.

2. 6996GHO0L  BWO0BMBOLMZ0L  A9dMYgbgdmwr Mbs 0dbsl ®s0dg obgmo
seramMomdo, OHmd 0 MYgLEGHOOL  OGMIJodg  BIBYIMO  2ogswdgds,  M9ggLbB®OL
5EamMomdds gl 499MIZ30bMUL. 5993505, MJILBEAMOL  QOBOYIWIDIICIS®  SMEFOLJOJIO
Mbs 0g4mb 50bodbo seaMmOOomMToL 153006 259myqbgds MYILEGHMOL MoMMgMO
Bb5H9gM0LYM30L, M3 O EOHML S HLMOLL Mbs mombmgwgl.

50b0dbmE  Fmmbmzbgdl LOHMWgdom  H3059MBOEGOL  dem3Bgobol dgdsbobdo,
5803md  LmOgo  derm3zbgobol d9gdsbobdo Mbs 0dbsls  2sdmygbadmmo  BgglGeol
d9Lsbobs.



399my9b90mo (3gdbmermaogdo

19gMH39M0L FBsMGL Bd0WPOL 93EMISEGHO0DBIGOOLMZOL godmygbgdmeos Gradle. Gog
999H905 53¢0035300L 53500090 3)FomdoLmM30L BmbBbo sdmygbgdyemos Spring Boot. gl
d000M1935 B35 GdL 35deg3L, F93Jdbsm o3y 8mdds39 5303530900, HMIWGdOE3
D909 BH0 dogrollbdgzol oMqdy 95993995 @o dB93g LBOTMOEGIL 435dg3l TSBJIOM
359030996Mmm ©s3bdsMmg d0dOM™MY3900, MMAMO9d03 53 d90mbggzsdo s®ols Spring Boot
Web, Spring Boot Actuator, Spring Boot JPA. gl &9dbmemyogdo Bodwmowgdsl g35de9396,
950350 9350ymm dbs LolEgds, Mg 0349353908 BgTgEHO dogrolbdgzol do6gdg.
9mb539900 B5H9309b LBodmTome godmygbgdmewos H2. gl 4obwsgm Mguogowe dmbsiggdoms
059990l 3969%96@&0L LobBHds. LsEYIMBLEMIFOM 3OIMAMSTOL SL5HYMdI A5dMYgbgdrIeos
36OHmaM5906M9d0L 96900 Kotlin o Java. 51939 499mygbgderos bbgs dgotg sdbdstg
0030M93900, OMYMM03ss  Jackson Kotlin Module, 6Hm3gwoi 399moygbgds JSON-ol

190 0DBE05/IBYM0sWODs300Lm30L Kotlin-Fo.
o3 0996905 390 2396MQL, dob sLOHYmds© godmygbgdmwos Angular, TypeScript,

HMaMO3 J0M0MS©O 3gIbmwmy0930. 30WwOL 93EHMISEHO0DIFO0LMZ0L 25dmyqbgdrIcmos
NPM.


https://github.com/FasterXML/jackson-module-kotlin
https://angular.io/
https://www.typescriptlang.org/
https://www.npmjs.com/

dmbo39dms 35HBoL LEBHMVIJE M

L5 YIMBLEMSEOM FoQ5e0MOLM30L J9ddbogn dmbsizgdms 35Bsdo 335d3L 99dga0
dm35Mm0 3bMogdo — Record s Owner, GMIwgdos 99009065065  98m0gmMgds:

data class Owner(
@Id
@GeneratedValue(strategy = AUTO)
var id: Long?,
@Column(unique = true)
var personalld: String,
@OneToMany
var records: MutablelList<Record>,
var purchaseDate: LocalDate,
var ownedUntilDate: LocalDate?,
var purchaselLocation: String,

var estimatedKilometersPerYear: Int

) {
fun toBean() = OwnerBean(
personalld = personalld,
records = records.map(Record: :toBean).toMutableList(),
purchaseDate = purchaseDate,
ownedUntilDate = ownedUntilDate,
purchaselLocation = purchaselLocation,
estimatedKilometersPerYear = estimatedKilometersPerYear
)
}

b §o63Mo9bl FbOOWL, MHMIgEdoi 0bsbgds — B396L Jgdmbggzsdo — s3@MIMdOEOL

dx3MdY9d0.



data class
@1d

Record(

@GeneratedValue(strategy = AUTO)

var
var
var
var
var
var
var

var

) A

fun

id: Long?,

date: LocalDate,
kilometres: Int,
source: String,
comments: String,
nonce: Long,
previousHash: String,

hash: String?

toBean() = RecordBean(
date = date,
kilometres = kilometres,
source = source,
comments = comments,
nonce = nonce,
previousHash = previousHash,
hash = hash

50 @gbGowdo 3o dgbsbmemos  dmbsizgdgdo

394900900L56 5(335L53 3(3OLMI.

53¢ ™IMdOOol

390m{j09d5%by,

Mmdeols



Tid INT

< date DATE

“kilom eters INT

2 spurce VARCHAR(45)

Cid INT

<> personalld VARCHAR(45)
> purchaseDate INT

< ownedUntiiDate DATE

< comm ents LONGTEXT
< nonce INT
2 previousHash WARCH AR{255)

|

< hash ¥ ARCHAR{255)
Indexes

FRIMARY

10

> purchaselocation VARCHAR(45)
. estimatedkilometersPerYear INT

i

FRIMARY
personalld_UNIQUE




3606530 3MmEOoL B53356dMm BMATI6EHJOI0 o SOHGMS
OO0, 89300 FodOH@MdL, MHMA dErm3hgobo sMOL 2ooY39EH0w9ds, GMTOl

363939003 XM 56 458Mm3gboes, ogsd God@os, HmA gl G9gdbmemyos dogr0sb oo
Bsdox 00 308309EH0ba0L olEGMM0sTo.

0em3b69060 gobogm 3gdbmermaos, MmIgudon Fobsfgmgdo 3obbm®mE0gwgdvIemos
56000009305 ©O 005, JGLsdsdoLs© gb Yym3zgerogzg FoMdmagbl os dmbsggdms
05BIL, HMIgedo Imbo39dgdL 3065bs300. sdoFHMAB 30HYm® BsbIHgMoL Jobbowzom, vy

Aol 9903938 MomMmgo bomo (bggbl 99dmbggzsdo  93GH™IMdOOL  0bxMm®mTs300)
Mdgwog 9990930 LBobomss fo@mdmygbowo:

@Entity
data class Record(

@Id
@GeneratedValue(strategy = AUTO)
var id: Long?,
var date: LocalDate,
var kilometres: Int,
var source: String,
var comments: String,
var nonce: Long,
var previousHash: String,
var hash: String?

) A

fun toBean() = RecordBean(
date = date,
kilometres = kilometres,
source = source,
comments = comments,
nonce = nonce,
previousHash = previousHash,
hash = hash

11



data class RecordBean(
var date: LocalDate?,
var kilometres: Int?,
var source: String?,
var comments: String?,
var nonce: Long?,
var previousHash: String?,

var hash: String?

0000MJM 53¢MIMO0DBYg B396 30b65bogm 890m{dgdol msmoel, 30wmdgEMmgdl —
OHmdgeog 658396990 0ym mmdgE®Bg 99dm{idgool 59 05M0obm3zoL, oMol — HMIgEdss
9950005 533H™IMBOE0 ©T53HJ000 3mFgbEHIMGOL B0sDYd9dOL TYls3gd, bYW IMS®
99Mhgmem nonce 36093690 mdsL, HMIOL 33653 FoMdMoygbl LoMmvyargl dem3ol 3gdol

QILYMZE9, f0bs s 535580690 denm3gdols 39ab.
50 $996MEMm205d0 MOMMG)0 330 BsFoMHMgdL 06g3MMAs305L Hobs de™3009b.

99L505d0bO, 306390 dEm3ol Fgloddges BsFoMms 339 sOLYIMWO 0bBMOTs305
s80mdsz 3Jdbom  Lofyob  genesis dgom3L, GMIGLsg 30bsbogo  dmbsgdms  d9Bsdo
33035300L Bo®I030L056539:

fun createGenesisRecord(recordRepository: RecordRepository): CommandLineRunner {
return CommandLineRunner {
recordRepository.save(
Record(
id = null,
date = LocalDate.MIN,
kilometres = 0,
source = "Genesis",
comments = "Genesis",
nonce = 0,
previousHash = "@",
hash = "o"

12



090l 890099, M3 ©35953H9g0m LYYl deM3L, BMbsEgdms dsBsdo 339 F9303¢00s
Sboeo  dEM3900L s35EJOsDY 30330JMMmm™. 5Tob ABbMOE0gWgdsdo B396 239bdoMrgds

09000930 WMm03d:

fun hash(id: Long, date: LocalDate, kilometres: Int, source: String, comments: String, nonce:
Long, previousHash: String) = MessageDigest
.getInstance(SHA_256)
.digest(
StringBuilder()
.append(id)
.append(date)
.append(kilometres)
.append(source)
.append(comments)
.append(nonce)
.append(previousHash)
.toString()
.toByteArray()

)
fold("") { str, it -> str + "%02x".format(it) }

06x3m®ds300L Jglobobo LoFoMmms Fobs dem 3ol 0bRMMTs300 K 5F30L J0s6MdOL
d9L565MPRMBYdWS©. PONMGME0 BBIHYMHOL ©TsEHYILMB GO LoMMg 0BMEYOS.
099 519 56 330939300, 58 F9db3935d0 o6 FboMgls Jo®E 0350 G99degds T9(335¢0ml B39bL
X93390 996550 0bgmOTS30s.

@RequestMapping("/create")
fun createRecord(@RequestBody createRecordBean: CreateRecordBean) {
val owner = ownerRepository.findByPersonalld(createRecordBean.ownerPersonalld)
var record = createRecordBean.recordBean.toEntity()
record = recordRepository.save(record)
owner.records.add(record)
ownerRepository.save(owner)
recordRepository.save(populateData(record))

}
BobofgMol  dqLoddbgms B396 30949bgdo 8909y Bo@aMAsL. Mosbsz B39b

333060905, G M0NMYM BBFIMOL 953900905 [oMMYgbwgL 2633999 LoGMYEL
13



5 LOOMMEYG 0BOEIOMPIL BsbHYMGOOL DML gPMs©, Fodmygbgdmeos 9390
5aMmMomdo: OHMOILSE 33F0MGds B0 BbsHgMOL 35393905, 399900 obgom 39dL
Mmdgwog  ofjygds 390339090 bmgdol  Gomgbmdom, MMIgwlsg  LoMmMEgl
390 900m. HMEgLOGE LOOMYIEg 1-0L 96 2-01 BN, 53 S3MFIBOL FoFMs MBsTgOM3Y
3033093990l  momddol  dgologMo  FgMdwos  sFoBHMIsg  LogIMbLEMsEGOM©
3990yggb9dmos 5 LoOmYIEg, MOLsE J9M339M0 O™ bFOMEIGds. 0dobsm3zol MHMI
303Mm3bmm oligmo 3gdo OHMIgwog 5 bmwosbom ofjyqds, 3BMHom nonce-ols 3609369 MdL
Q@5 30003000 HgEsbens 85659 Bobsd 56 3033600 Jglisdsdols I603bgEMdL.

9L ym39o3g Igbsbodbsgos dogMsd b39b s1939 3330MYds, G F9350mfidmm Bzqbo
X5330L 300056Mds. 5ToLSMZ0L 33060 YdS TJFIR0 WMYO3o:

fun isValidChain(records: Iterable<Record>): Boolean {
var previous: Record? = null
for (record in records) {
if (previous == null) {
previous = record; continue

}

if (record.hash != recordHashingService.hash(record)) return false

if (previous.hash != record.previousHash) return false

}

return true

}
59 B39 05300056 30031000 MOOMYMOo dem3ol 39dL, Foa®msd gl 56 Fo009gdl O MU,

50006 30053560 LoMMYEgL Mo FoMmdm©gbs (nonce - ol 3mgbs), 339 s8mblbowos s
9L 0b6xzmE™s305 B39l Imboggdms dsBsdo 0bsbgds. 6gdoldogMo EF3OEgds, MMIYWOos
396bMM 309 ©gds dEm3gdDY, godmof393L B3960 X03F30L FNE0BbMBOL IMM3935L o
39302900 530L Fglisbgd.

090bom30L  MHMI  Jmbs3gdms  BsDBYOML  898MBs35,  IBFOOS  FIM3IIGMEO
930D0GHMM09d0L oG JOs:
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interface OwnerRepository : CrudRepository<Owner, Long> {

fun findByPersonalld(personalld: String): Owner

9L 3m636M9GHMEs© 30MHIWMOL IBWMdGMS FBOOWOEID 30050 bmdmol dobgzom
dxMdgl. MoEBs3 3099bgd Spring JPA-U, s80@MIsg 98 063gHxgolols 083egdgbdsgos
56 ©59F0M 0. 535L Bgdl Joge godmynbgdmeo BMHYOIZMM 0 0935 Y9539MNIOU.

interface RecordRepository : CrudRepository<Record, Long> {

fun findFirstByOrderByIdDesc(): Record

51939 50 Ggdmbgz935d0 BBFgMgdoL bGOWdo vsbeglio Bsbsfigmol Ladmgbawsw dbmeme
9900MmEOL 5FIMOL ToEHJOS TFOM..

3905 53 Yg39woxnmobls, sggg LyFo®m ogm API U 99dabs, Golbomgolsg 890gy0

3003900 0465 godmygbgdmwo:

private const val DIFFICULTY =5

@RestController
@RequestMapping("/record")

15



class RecordController(
private val ownerRepository: OwnerRepository,
private val recordRepository: RecordRepository,

private val recordHashingService: RecordHashingService

) A

private lateinit var prefix: String

init {
val chars = CharArray(DIFFICULTY)
Arrays.fill(chars, '0")

prefix = String(chars)

@RequestMapping("/create")
fun createRecord(@RequestBody createRecordBean: CreateRecordBean) {
val owner = ownerRepository.findByPersonalld(createRecordBean.ownerPersonalld)
var record = createRecordBean.recordBean.toEntity()
record = recordRepository.save(record)
owner.records.add(record)
ownerRepository.save(owner)

recordRepository.save(populateData(record))

private fun RecordBean.toEntity(): Record {
val previousHash =
checkNotNull(recordRepository.findFirstByOrderByIdDesc().hash) { "Previous hash is empty!" }
return Record(
id = null,
date = checkNotNull(date) { "Field date can not be null!" },

kilometres = checkNotNull(kilometres) { "Field kilometres can not be

null!" 3},
source = checkNotNull(source) { "Field source can not be null!" },
comments = checkNotNull(comments) { "Field comments can not be null!"
s
nonce = 9,
previousHash = previousHash,
hash = null
)
}

16



private fun populateData(record: Record): Record {

record.nonce = QL

var hash = recordHashingService.hash(record)

while (!hash.startsWith(prefix)) hash =
{ nonce++ })
record.hash = hash

return record

recordHashingService.hash(record.apply

data class CreateRecordBean(val ownerPersonalld: String, val recordBean: RecordBean)

Bb5)96900056 3mFomds8do sdbdstg API.

@RestController
@RequestMapping("/owner™")
class OwnerController(

private val ownerRepository: OwnerRepository

) A

@RequestMapping(value = ["/create"], method = [POST])

fun createOwner(@RequestBody owner: OwnerBean) =
ownerRepository
.save(owner.toEntity())
.toBean()

@RequestMapping("/list")

fun listOwners() =

ownerRepository.findAll().map { it.toBean() }.tolList()

private fun OwnerBean.toEntity() = Owner(

17



id = null,

personalld = checkNotNull(personalld) { "Field personalld can not be empty!"
s

records = mutableListOf(),

purchaseDate = checkNotNull(purchaseDate) { "Field purchaseDate can not be
empty!" },

ownedUntilDate = ownedUntilDate,

purchaseLocation = checkNotNull(purchaselLocation) { "Field purchaselLocation
can not be empty!" },

estimatedKilometersPerYear = checkNotNull(estimatedKilometersPerYear) { "Field

estimatedKilometersPerYear can not be empty!" }

)

9x3eMdggdol dmbo399900sb Lsdmdscm API.

@RestController
@RequestMapping("/chain")
class ChainController(
private val recordRepository: RecordRepository,

private val validationService: ChainValidationService

) A
@RequestMapping("/list")
fun listChain() = recordRepository.findAll().toCollection(mutableListOf())
@RequestMapping("/validate")
fun validateChain() = validationService.isValidChain(recordRepository.findAll())
}

X 933006 3998md5d0 odbdstg APL.
18



Qsl33bo

506050, H0bsdgdsMg b5dMMIOL BoGyegddo F9ddboos 53035309, Brdgeros
3HoM3mgdL 946030l 993907900l s 89dmfdgdols MHggbB®L. M9ggubBHMoL BsbsHgMgdo 0bosbgds
0em 369060l 89goboBaols 459mygbadom, Mog Lodwmoegdsl 0derggzs, HMI dmbgl MgglGMol
©9395GHMW0Bs30s s 230BsMPML Fobo LEBEMMBS LEdMEW MM JMmIBIsMYOOL 0.
3300035305 560l 899ds 8yMmdscnmdsdo s glsdwgdgmos oo 9JldwMad)sE0s.
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